[image: image2.jpg]"Sciensus





	Job Title
	Cyber Security Engineer.

	Reports To
	Senior Cyber Security Specialists

	Scope
	UK

	Department
	IT

	Job Family
	IT Operations

	Grade
	9 / Aon 6 / WTW AIT070 P4-13

	Behavioural 

Competency Level
	3


	Our Mission 

	To give patients control of their health through knowledge, choice, convenience, and connection.


	Your Job Family Purpose

	This job family provides specialist cyber security governance, risk, assurance, and compliance capability to the organisation. Roles focus on ensuring that cyber security risks are identified, managed, and demonstrable, and that technical and operational controls meet regulatory, contractual, and business expectations.

	Your Role Purpose 

	The Cyber Security Specialist is a governance‑ and assurance‑focused role supporting the Senior Cyber Security Analyst in delivering an effective, auditable, and proportionate cyber security posture across the organisation.

The primary purpose of the role is cyber security governance, risk management, compliance, and assurance. The post holder is accountable for maintaining and evidencing the organisation’s cyber security control environment, ensuring alignment with regulatory frameworks (including ISO27001, Cyber Essentials Plus, and NHS DSP Toolkit) and internal risk appetite.

The role includes selective involvement in security operations and incident management, retaining internal ownership of cyber security incidents and becoming actively involved where incidents are high‑risk, complex, or require business, regulatory, or risk‑based judgement. Routine monitoring and first‑line triage are delivered by managed security services and the SOC.

The role acts as a trusted cyber security specialist, bridging technical controls, assurance requirements, and senior stakeholder decision‑making.
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	Your Key Deliverables 

	Governance, Risk & Assurance (Primary)

· Maintain and continuously improve cyber security governance artefacts, including policies, standards, procedures, and control frameworks.

· Conduct cyber security risk assessments across systems, services, suppliers, and business processes.

· Own and manage assigned cyber risks within the cyber risk register, tracking mitigation actions and escalating issues where residual risk exceeds appetite.

· Produce and maintain high‑quality, auditable evidence packs demonstrating the effective operation of cyber security controls.

· Identify systemic control weaknesses, recurring issues, and emerging risks, providing clear, risk‑based recommendations to the Senior Cyber Security Analyst.

Compliance & Regulatory Assurance (Primary)

· Support and lead compliance activities aligned to ISO27001, Cyber Essentials Plus, and NHS DSP Toolkit requirements.

· Act as a key operational contact for internal and external audits, including evidence coordination, audit responses, and remediation tracking.

· Monitor adherence to cyber security policies and standards, raising gaps and improvement actions through appropriate governance forums.

· Support regulatory, contractual, and customer assurance reporting as required.

Third‑Party & Supplier Assurance (Primary)

· Perform cyber security due‑diligence and assurance activities for third‑party suppliers, including assessment of questionnaires, certifications, and supporting evidence.

· Maintain ownership of supplier cyber security risks, working with procurement, legal, and service owners to agree remediation or risk acceptance.

· Provide specialist cyber security input into supplier selection, onboarding, contract renewal, and assurance activities.

Security Operations & Incident Oversight (Secondary)

· Retain internal ownership of cyber security incidents where applicable, coordinating investigation and response activities when incidents require escalation beyond SOC triage.

· Act as an escalation point for material, complex or escalated incidents, exercising judgement in impact assessment, root cause analysis, and remediation decisions.

· Ensure incidents are documented appropriately and that lessons learned are translated into control, policy, or process improvements.

Security Controls & Technical Assurance (Supporting)

· Provide governance and assurance oversight of core security technologies to confirm alignment with documented standards and risk assessments.

· Work with technical teams and managed security partners to ensure controls support assurance, logging, and audit requirements.

· Support secure configuration and assurance of systems and services, particularly within Microsoft cloud and end‑user environments.

Secure Change & Project Assurance

· Perform cyber security reviews of new projects, systems, suppliers, and material changes.

· Provide pragmatic, risk‑based security advice that supports secure‑by‑design delivery outcomes.

Reporting & Continuous Improvement

· Produce governance‑focused cyber security reporting, metrics, and dashboards for the Senior Cyber Security Analyst.

· Provide insight into risk posture, control effectiveness, compliance status, and incident trends.

· Contribute to continuous improvement of cyber security governance, assurance processes, and ways of working.

	Our Regulatory Responsibilities

	· Adhere to (CQC/ GDP/NMC/GPHC / ICO) standards relevant to role 

· Chair / Attend all relevant committees aligned to remit of the role 

· Be aware of all responsibilities relating to Infection Prevention and Control



	Your Skills and Knowledge 

	Essential

· Proven experience operating in a cyber security governance, risk, assurance, or compliance‑focused role.

· Strong understanding of cyber security risk management and control frameworks.

· Practical experience supporting audits, producing evidence, and maintaining compliance artefacts.

· Working knowledge of ISO27001, Cyber Essentials Plus, and NHS DSP Toolkit requirements.

· Ability to assess and manage cyber security incidents beyond initial alerting and triage.

· Excellent written and verbal communication skills, with the ability to provide clear, risk‑based recommendations.

Desirable

· Professional cyber security certifications (for example: Security+, SC‑900, ISO27001 Foundation or Implementer).

· Experience working with managed SOC or MDR providers.

· Experience operating in a regulated or healthcare environment.

	Your Accountability

	Size of the unit
	· Contributing Group EBITDA performance 

	Direct Report units
	· N/A 

	Indirect Report units
	· N/A
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